Patent 

Attorney's Docket No. 011350-320 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of 

Kotaro KANEKO 

Application No . : Unassigned 

Filed: August 26, 2003 

For: CONTROLLING COMPUTER 
PROGRAM, CONTROLLING 
APPARATUS, AND CONTROLLING 
METHOD FOR DETECTING 
INFECTION BY COMPUTER VIRUS 



CLAIM FOR CONVENTION PRIORITY 

Commissioner for Patents 

P.O. Box 1450 

Alexandria, VA 22313-1450 

Sir: 

The benefit of the filing date of the following prior foreign application in the following 
foreign country is hereby requested, and the right of priority provided in 35 U.S.C. § 119 is hereby 
claimed: 

Japan Patent Application No. 2003-092416 
Filed: March 28, 2003 

In support of this claim, enclosed is a certified copy of said prior foreign application. Said 
prior foreign application was referred to in the oath or declaration. Acknowledgment of receipt of 
the certified copy is requested. 



Date: August 2& 2003 




P.O. Box 1404 

Alexandria, Virginia 22313-1404 
(703) 836-6620 



Group Art Unit: Unassigned 
Examiner: Unassigned 
Confirmation No.: Unassigned 



(05/03) 



ei ^ m & n /f 

JAPAN PATENT OFFICE 



This is to certify that the annexed is a true copy of the following application as filed 
with this Office 

m m *z x p 

Date of Application: 2 0 0 3 3^280 

tti 0 # # 

Application Number: 2003-092416 
[ ST.10/C ]: [J P 2003-0924 16] 

ffi fll A 

Applicant(s): , j ;]/ # ffi^ft 




2003—0924 16 



[HfflB] 



#1^0 

AK05413 

5p^l5^ 3^28 0 
G06F 12/14 
5 

3R]KSPfiEW(ftnTB 1 6#2 9# * 



[HJW#-*3 000006079 

[SWM#-£3 100072349 

[ftifexttife^] ah nm 

[*8S#-53 03-3230-4766 

[»80##3 100102912 
[#JI±3 

100110995 

[#JS±3 

C»SU#^] 100111464 



1 



ffifl# 2003-3027025 



#2003—0924 1 6 

[WJ##] 100114649 

[mmm 100124615 

l^ffl&m^] 001719 
mtf&m 21,000H 

mmm i 



2 



ffiH4#2 003-3027025 



#2003—092416 



T, 

Testis s*ifc#7T>r;Kz>&*^, ^ & je s *i -c v ^ mzMmj&f&^n 



ffill#2 003-3027025 



* 0 

#2003-092416 
[ft #91 5 ] ltMiS©«gt^o T, 

M i m%. <d § anTOc nfig -t & # ^ r a * & 5t ss * z> mm^m t , 

tufB5lfg#!8 J; o T #ft «fg $ ti £ 7 7 -f ;b(Z> & *»T , ffrffi - JK tc ^ * *l 
[0 0 0 1] 

* <d mm * 4&*n t & mm n y ^ a & a &c hi -t & . 

[0 0 0 2] 
[^5fc<Z)&fl5] 

# ? ;i/ x iz J; £ ^IE& 7" D ff A £ <fc tf? r ;t/ £ * lim? & *b © 

[0 0 0 3] 

fcfcI&*lTV^ #fF^M2#^) „ 

[0 0 0 4] 

j£f£-e&, #$&fgMi2M (MFP : Multi-Function Peripheral) & 



ffill# 2003-3027025 



#2003-0924 16 



[0 0 0 5] 

fi!3fe<Z>SlfiHu ^xy(7)§SK. £*<Z)tf^ 

a - # -f ;b * © l££ iC *f & f £ tc &> 0) % © T? & £ o 
[0 0 0 6] 

£©fctf>, ^©Mtit Affi:fcS*lfc7 7>f/l/fcEmU ^77>f^ 
n^tfa-^tf'f/l/^&tfcffl'rsfc©*^^. r<7) J: ^) ft&fl5T*te, 3>tfa- 

[0 0 0 7] 
[0 0 0 8] 

l ] 

(ftfflsp. 9-171460 

[#fF£iSK 2 ] 

11-161517 #4**8 

[0 0 0 9] 



ffi|E#2 003-3027025 



#2 003-092416 



2>Z£T"&2>o ££(c, #58(9!© S&tt, n>tfn-^^>r;i/^©^&^-r 

SIHlC C P U lefln*. ^>tlS A# fc^^S Z. £ tfi-Hi* Zfflfflzf U Afc <fc OTJ 
[0 0 10] 

##PJ!©f£©giftte> liMit&liJitS fefe®Wifi©i e> t: 

□ 

[0 0 1 1 ] 
[0 0 12] 

(l) *»i©I»^n^7Att, ®^^S©W^ST*«v>?>tiSS[Itli 

[0 0 13] 
[0014] 

^D^AfSot, «r mmmmm i*r © © ih««« «c#«t§#7 7 



aj|£#2 003-3027025 



^2003-092416 



v n s w urn mj&j&mm: & mm -r %> tc & \z wmmmmu n ©m^ <d ranus k 

[0 0 15] 

(4) *5§09CDM^g»> H^^g^wiSMT^oT, mmmmmm 
mm & mm -r & t~ ic is m £ 4x# & # ^ n ^ a <d - % & ^ & t en -r s i B'B8#is 

[0 0 16] 

& mm -r & tc \z m f awii^ie « <*> v> t mm® fc -t z z. ^ 

•r -2. # 7 r -r ;i/ & ftss t £ fitis^ m t , iff f a?t^#m ic i o t tffigfg $ *i £ 
:7 7-f ;kz>&^t% tufa— !i{c^£4xTVN&v^7-f ;i/£:=i>t^--# ;i/7> 

[0 0 17] 

[|§0^©H5g©0^] 
[0 0 18] 

hi ^nm<D-mmmmiz^ t ^mmmmt.vx(Dny^ 3.-ztfmmzti 

[0019] 

Ell IC^f N^-^S/X^Ali, #$$|gMi2#3§ (MF P : Multi-Functi 
on Peripheral) 10 0$:tlT^S= MFPlOOit mm^W-t. LXffltM"?. 
Znyifz.-* 2 0 0 ZKD=r>lf^-^200 ic>5r-7;i/ 5 0 o £/rLT^ 

M£ft£^$S3 o o n-frt>Mf&znx\<^z>o 



5 



miE#2 003-3027025 



#2 003-092416 



[0 0 2 0] 

ny\£a.-9 2 0 Ott, -IS^^v^-yf-^zi^tfn-^^c-^ 

jyVi/XrA (OS) 7b^«$tlTfeU, %2Nft3 0 Ofc^-attflcfttCrtjB 
£*lTV*S. -r&fr%> 2 0 0 fit, ^^3 0 0^if(D®«^ 

« £ Wf £ tz. &> i Z M j£ # PS £ $ *l T ^ £ t) 0 V& 3 o 
[0 0 2 1] 

MPF 1 0 0 *Mfo-t&uy\Z=L-*)L 200 li, *y VV-V 6 0 0 S^Lt 

> -mm^ny\^^-^^%^^^^ yy h4 o o i:fflS(cil#"5Tieic^$4x 
FDDI^©I^a5LAN^ L A N SrM^T^i! b fcW A N £ 

h^-^ 6 o oizmmzti2>m%%<DmM&£x$&mte> muz 
^ s n z> miz m& $ *i& ^<> 

[0 0 2 2] 

££Af£?:7-f T> h4 0 Orf^^ff 0 O-r-M^-^i;^ 

e>*y h?-*^>J>#£UTcZ)3ifg£*1-£= MFPioott, 

3 o ox-mmzmfrM^rmt-mMT-z**"; hv-t 6 o o ^^uxmoii 

fe^A(i^7>fT> h4 0 0{Cii'f§"-f ££lV^*y hy-^^^Yttlt 
[0 0 2 3] 

02ii, in i izBZft&^y^z.-* 2 o otf)«j&£^i- ^n^^iHT'fe-g). 
0 2ic^-t<ke>ic, ny\±^-% 2 o o li. =g*£#(D0J« £ 

fefT"5CPU2 0 1, ^□^7A^f-^&W5fe«)(DROM2 0 2, AMIS 

mmt VT-&tmz7u>f5Wi>7 i -*zm'B? 5£&cdram2 o 3, 

4, LAN*- Fte¥<D*y hV-tjy* 7i-^ 2 0 5, ££^^30 
0£n-#;i,^M1-££#><Z>O-#;i/--f 7i-^ 2 0 6 £-^<fr, 
•rSfe^xD/^ 2 0 7 ZftLTfflmzmmZtlT^Z. 



mil#2 003-3027025 



#2003—092416 



[0 0 2 4] 
[0 0 2 5] 

& * tc ttffitt-r S © iW*P ^ O 9 A T? £ - 
[0 0 2 6] 

[0 0 2 7] 

hn-^»2 3 0 iC*E'J2*l& 0 
[0 0 2 8] 

[0 0 2 9] 

^■y > hn> ha-;i/^P2 3 oii, >^^^fA2 l o 

T, MF P 1 0 O^0)#S?3 :/£>^£IS:?T o zfU ^7AT'fe5. 
[0 0 3 0] 

^f;w^t>2 2 2, &tfryn^ATOx*^>2 2 3, fcitf* y-fe-SJffi 



ffiIE#2 003-3027025 



#2003-0924 1 6 

i©^7 ^ - s^tjf 7 r >f 2 2 5 -r-*^-^ 4 o twmi 
i^n^^wjx h 2 4 2^5=--^>^-efa-iiS4%TVN^ 0 ^*s*r 

;i/^*2 2 6#MS£*iTv^ 0 
[0 0 3 l ] 

7\ Q ^-y h^r.# 2 2 1 (t £A>ry h^-i >y ? £ J:t>*rt<- h^cty ? 5: 

&ZLt£Ofclto<D : £i?=L-)\'X*$>Z> 0 A>T*J h^E — # 2 2 1 {C itlti, 

n^trn.-* 2 o o^b^SP^^jlM^MS^Mm^tiT, n>fcfzr-^ 2 0 0 

[0 0 3 2] 

77^f^^^>2 2 2H 3>tr:x-# 2 0 Oft, #|CA- Kf-f 2 0 

#2 2 6ftJC|5g«IStlS. 
[0 0 3 3] 

j@iya^7^I^*^>2 2 3 l±, 3>t°zL-^ 2 0 OWT'CPU 2 0 1 
^7AfflJ5:*t, jeB&^n^^A^JKU^ h 2 4 2 tC^i; tlT V^V^D ^5 A 

M7*)V#2 2 6f*f{CBglft£*l£o 
[0 0 3 4] 

* y-fe — 5?HJ:&2 2 4 2 o o-e^nvtfzi.-*?^ 



ffifiE# 2003-3027025 



#2003-092416 



[0 0 3 5] 

&i&7n^i>MU3f^>2 2 3 ^<2M3$&H£#5£t-£ 30J8 
|g^7T^;i/2 2 5 {C^iitlTV^. 
[0 0 3 6] 

7 7 ^ ;WJ* h 2 4 1 ft, MFP100 ZMW^Z £iMC/\- K"T-f 2 0 

7 7 >f;bn h 2 4 1 ICI±, #7 7^;!/©^^^^©^^^ 
1/ 9 h 'Jff^tnt^^ S6Kl#7T>f^©*>f X»COV^T<0«#*«** 
*lT^T=&J;V^ 77^;V'JX h 2 4 lte, 7T-f;bX3r^>g|S2 2 2©«T' 

[0 0 3 7] 

ii^D^Atl'J^ h 2 4 2&, MFP100?:l!lftSfe«)^ 

*h 2 4 2lCli, #^n^^A(Z)^# (^n^7A«7T-fM«) *5 
X (^7"ny7A©HI?7 7^ ;KZ)-9--T X) SC^T^ff^^tiTV^t; J: 
[0 0 3 8] 

7T>f;i/UXh24 1 te^Tfrnm^vy^^MV* h 2 4 2te, MF 
P 1 0 0&H<Dffi#imc^#>fS:3££*U A— Ff-f X^ftlCgH'ISStlTV^o 
[0 0 3 9] 

fcTa-* 2 0 OtCj:£#! ! 3l{Co^Tt&E!)!i-£ = @4^ 5 }:t;@5©7n-f^- h 
IC^tlST^VXAtt, =r>tfzi-^ 2 0 0©A- Kf^^ 2 0 4 tCfB'H 
StvT^U> C PU 2 0 1 (C <fc ot^^tlS. 
[0 0 4 0] 



ffl|I#2 003-3027025 



#2003-092416 
ny\£=L-Z 2 o o JCkSffiati, /*^rv h^— #©&JIi:> 7 7>f;i/ 

h=e=.*©fliatc*tf5U l l 3frp>x^y:/s l l 9 * 

[0 0 4 1] 

)Vrv ^ ; E-^©ra^cov^Tl^i0^i--5c ft*»c, n>hTrL-# 2 o o 

£ Ufv7 , S10 1) , — JRIC, n^bf:*-* 2 0 O^PjfflliU A-^r^yh 

l/*J3J:tfiaifg7t I P7KI/^*Hfi I P^y #©gP£\ fe<fctfJB5fesK- h 

^y >fs l o l -e&> #A°>r>y Mc^tt^Sfc I P7KUX*<iffiS*i*. 
[0 0 4 2] 

02 : YES) , ^f^^S 10 1 Clot, A^y h ©ifMfS ftS „ — 

0 2 : NO) , M^Omm X*$>Z> H It, ^.^>y^S 1 0 3 'siitf. 
[0 0 4 3] 

»l*T, ^f^yS 1 04 fcitf^-ry^S 1 0 5{C^£*l£jtf- hfiyf 



ffiH4#2 003-3027025 



#2003—092416 



mmisX^zmisM* Uf^s 1 os s yes) , xf^s 1 ot^m* 

[0 0 4 4] 

o 

[0 0 4 5] 

Jlttttictt, 3fc$fc#-M*, TCP/I P:/n h3/i/-e«£SftTv*5jB3fcjK 

fc©-C»»J, HTTP^M©Ii©#^Ctt8 0#i:*'J, FTPt-M 
[0 0 4 6] 

U^X, SYN_SEND0»««Ittaft6 Ur^l0 5) . ZLZ1T% S 
YN_SENDtH TCP / 1 P^n hn;wc T a y \Z=>- - # 200 

MAlfbi^^5I^cj:'J4i:SfI?:Sit5= J: tt 

n^tTa.-* 2 o ofri±fr%(Dny\±^-Z^<»mm$-rt>Tv V (SYN/1 
^-^ hfc^pftfns) ©aUBJCfc^&oTfeC*^**:*!*^^. &*3. SYN 
_SEND«H «f|SI<Z)iSifi^»©a^JCJ:oTm^S- SYN_SEN 

IlliCffotiC^ S YN_S END©i^IS^tl5o 
[0 0 4 7] 

«V*T, fl fc»at l feSYN_SEND^-*l»a-e»4LTV^»S:«lW«il 
it«-rs Uf>^S106) . S YN_SEND#-^MT*|g£bTVNSffc# 
*l|||lt:ifi;t.TV*<B»*Ctt Uf^S106 : YES) , 3>bT:z-* 2 

o 0T*©3>tf3.-^^-f;i/x<z)^^^$ti, ffea&T sx^y ^s l i 5# 



i i 



ffiH4#2 003-3027025 



^2003-0924 16 



$t£*lSo S YN_S E N D ^-*»T»4btV^*»««« 1 WttfitT© 

[0 0 4 8] 

&>±<D*TV7 S 104~^f>y^S10 6lC^£*l3*<- h x y ? ©Ml 
JCi3V*Ttt, S YN_SEND©ifclCfS;bT, 3 > tTa- * 9 >f /l/*©tfSfe#tt 

[0 0 4 9] 

-jKJC, »«&«#fcffi#5fc©«##V*«£, SYN_SEND©»^<& 
S. *fe, #Sb^^ I P7 F 1/^ ^^ffl^S^L,tIf §: 

3*#fc»-£tC*K SYN_SEND»4CS. £0>«fc 3 

#g#^££T*B#IWfrfr£©T*, S Y N_S E N DO*»tf tt«»*< «»t 

[0 0 5 0] 

3>tra-t5r^>f^^lC«Sgbfe»-&JCtt, SYN_SEND^HH^b 
[0 0 5 1] 

9A©#A#&3*lfcV*. LfctfoT, !©3>ea-^ 2 0 0lt ^BP©3> 

a - * ? -f ;i/ x ammomte & Wffi-t z> ^ £ & * - 

[0 0 5 2] 



1 2 



ffi$E4#2 003-3027025 



#2003-092416 

V y y\%ffltf5fct=:mi&LX^te^m& (XTVZfS 1 0 3 : NO) ^, S YN_ 
S ENDODS^fl Mm&>TT°&Z>m&iZte (*^y^S 10 6: NO) , 
-y^S l 0 7 &CjitJ 0 
[0 0 5 3] 

Mtte&nfe&f&fttf- hT*te^m&lZit (XTV^S 1 0 7 : NO) , Z<D^ 
Tv h hT >y^t5ii:^<, ^r*;^S 1 0 1 Cl'J, IkWrv h 

^CD^ft^- bT*&3l§-£tC& (;*5^y:/S 1 0 7 : YE S) , j£fg£*l£A° 
>ry h OWL* B. x. -5 (x^y^S 1 0 8) „ Zftffigk. #^©^>J<- 

[0 0 5 4] 

*l£ Uf^S10 9) „ ^2Slffili. MflCig^StlTfcU, WIS 

S77^f;i/2 2 5(Cllr;i;*lTV^ a i£M<Z>M#fS 2 B9ffi&®^T V*S»-£lCtt 

O^y^S 1 09 : YES) , =r>fc:°3.-#20 0 #n > fcf - # ^-f 
«LTV^£-€-;Tl#&£ = bfe^ot, >J<- U > ^BSriatfiKjfi b T £ 
fC^^t>^-f, h^x>y V (DWM (XtV?S 1 1 0~X5^y ^"S 112) 

zmmzmn-rzo ^<D^#!g2iiiffi^TT'&£«-£tcte (^^^y^ 

S 1 0 9 : NO) , 7.7- V ^ S 10 1 (D&SlCjlSo XrVfS 110- 

^-T^y^S 1 1 2tf)rt<- h^i^y V (D®M\%. ±i& b £ X -5 s - V S 1 0 4~^^ 

^y^s i o 6<D#im£.mwk-z$>z>(Dx>. m^^mmzm&-tz>° 

[0 0 5 5] 



1 3 



2003-3027025 



#2003—0924 16 

j£JLt<z> *HicD^It'ii, ny 2 o o ic ££^315^ ©JIM© 

n>£rL-*^;i/X<D^££^*n1-£. ^$ttf)^l5Sg» We b-fr 

[0 0 5 6] 

f»;^SllO~^f>y^S1125:#i) A^ryh^xy^ (^y^S 
1 0 7~X5^y:/S 10 9) <Z);9t#£MVM:v^ 0 tf? — h^x>y *T*li, 

£*l<5„ #tC -y h ©lilCff ct4 D 5 S Y N_ S E 

[0 0 5 7] 

tCtb^T. CPU2 0lA^§M»o SYN_SEND0W 

mfL&zj k yyntf-v ytfmmt&mmz iottt syn.sendcs 

[0 0 5 8] 

W«ybfi^Ojiat'!t Jtf- h^x>y ££b^T, CPU 

T> h4 0 0^^#*©-r-^ 5:^iltM3 0 0 tWitSi^ffl J: 3 IC 



ffi!E#2 003-3027025 



#2003-092416 

[0 0 5 9] 

U2 o i/\<z>;§i#£iiS#)Sri:&<, 5t^tcn>ifrL-^^-f iv^ommomm 

[0 0 6 0] 

LT, 3>fc?a.-#200 T?<03>fcT:a-# >f ^©iS^fetefctLTfe £V^ 0 
[0 0 6 1] 

[0 0 6 2] 

X-ry^S 1 1 3~XfyyS 1 1 6 tC^tlS ^r^Ol/X^X^ 
[0 0 6 3] 

yr^)i^^^y<Dmm<DmmtLX, 7 r4 ;i/U x h 2 4 l , iT&*)13, M 

f p i o o femifrsfefttcii^tra.-^ 200 p*j<z)/>>- Ff^x^204 ©ai 
aK5>f ^"±©m^©iBi»fi« (»f^n'j) tc#^E"t*^si*«&** 

77^ KSr^ib^jeUIBIft-rSffia^^StlS. MFPIOO SrWWI'tS 

0 0 #=r>k?x-* ?>r;i/;*lc^LT^&v^^T*, 77^f;bU x h 2 4 1 # 
fl85£3*u 331* 3 4x*. 

[0 0 6 4] 



1 5 



ffiil#2 003-3027025 



#2 003-092416 

ffiM<Dummmz.'D^x<Dmm*:mn-t2> u^y^s 113). ft^^{ci±, 

A _ Kt^** 2 0 4CD^lK7^^±T'fflj?f^(Df>f h U #m&<D&WA 
fflv^, m^©Sa«1H«&J:y»«II^fiSbTfeV^T%J:V^ MPFIO 
[0 0 6 5] 

$gv>T, a>n°rL-^ 2 0 0 fo(DJ\- K-r-f X# 2 0 4 CD/frJt^iB'li^Dclc^ 
BUC#^"T*#7T>f ^*^flt»34xS (Xt^v^S 114). KffrWtctt, lt£ 

[0 0 6 6] 

MVMT, TsTV^S 1 1 4 T*5tl8£*lfc:7 7>f ^O&fr'e, 77>f^'J^h2 
4 1 fc^*;ftTV*fcV^7>Ol/#&S*^;fr#^W3*lS Uf^7Sl 1 5) 

0 ^flsifticii, xf77"Si l 4T?fltS3tife«-7r>r;i/<o*l8!i:7T>f^/y * 

h 2 4 1 {C^*tlTV\e^^T-r;i/©^^^^J:fcic$tlSc 7f>y7Sl 
[0 0 6 7] 

x5 i vt's 1 1 4T?aaatife77>f^©tt , K:, ^r-f/i/y^h 

2 4 1 lC-££*lTV^V^7 7>f Uf^7S 1 1 5 : YE S) , 3 

®77>f;i/ , J7h24 1 KZ^&tlTV^&V^T-'f ;i/&3>fcfrL — #i!;>f ;i/^uc£H 
H"f £*lE&77>f ^hflib, ^-r-y^S 1 1 6 (Djtmiz&tl* -7?, ttv 
7S114 ^»Sg3;tXfc7 7>f ^©"t^Ttf, 77-f;V'J7h24 1 
V>£l§-£- Uf^^Sl 15 :NO) , ^y^S 1 2 0 <Z)$&3lC3itJ. 



1 6 



2. 003-3027025 



#2003-09 24 1 6 

[0 0 6 8] 

Ktcz 2 Gft^mmznz Uf^^s 1 1 6) . 

[0 0 6 9] 

-rs 

[0 0 7 0] 

r.rT% n>tfzi-# 2 0 Ott, t?i3 0 0 ^i:'©SM^I5:i»tS 
*J, n--tf^irM©^T-r;i/S:^L, v^i V 7 h u i7 b -Jl? 

z>&?&mfttffiteti^<^° ziytf*.-* 2 o o^i?i3 o onm- 

[0 0 7 1] 

>r ;w* n > tf n - # <? -r \zm m b t#^$ tife * © ~e & z> h mm-t £ * # 

^ r >f ^ & Rfc£ * iMfSi-f £ r. a * . 

[0 0 7 2] 

#ctc, x"rvy°s i l 7~7sf^7°s 119 tc^Stiseir^n 
* flt a \z o v \ T fSL W -t & = 

[0 0 7 3] 

>U^h2 4 2, MF P 1 0 0 &fW$P1"& fc#)lC®ifr£ tl#S#^"n 

if^A<D— n*¥#>Wlj£lsmffi-*Z#!iMtfte-£ft2>* MF P 1 0 0 IWtSfc 



1 7 



ffilEff 2003-3027025 



#2003—092416 

-#2 0 0#n>fcTn.-# t7-r;i/XlC^bTVN^VN^«lT% itBlfryn^A^ 
JRU X h 2 4 2jWR*3*U aa«3*l£. 
[0 0 7 4] 

£1*, n>fcf^.-# 2 0 Ofit'CPU2 0 1 ICfcoTHBRlCjgafrSftTV^SJtK 
»lc&*yn^9A3^fltSS*i* (x^>y:/S 117). feiix-li, ;fr^l/--r 

omfA2 i otf^ssMBSr/Bv^T, UBS £j@s& stir v^flusic&s 

[0 0 7 5] 

m^x. *tv7s i i 7T*j&i&#mig3*ifc:7n^A<z>&^T*, SHi&^D 

(x^y^S 118). ^ttttJCtt, jgiJ«<fl|»a4ifc#^n^9A©*f9;2:, 
ii^ny^Atl'J^ h 2 4 2 Ki^ftTv^^n ^^A©ife*95i:^JtlRS 

[0 0 7 6] 

1 1 8 : YE S) , Z.<Dmm-7u>f i 7bsm&V* V 2 4 2 (C^^.tlT V\&V^n 

ysn Qnmm^Mtio — ^f-v^si i 7^j|Bgfr#5if8£*ifc:7°n?'9 

AOD-T^T^, mmzfUt'^^MV* h 2 4 2lC-££;ftTV>£#-& (X^ryzf 
S 1 1 8 : NO) , X-r^^S 1 2 0 0>*!i3»C3itf. 
[0 0 7 7] 



1 8 
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) o 

[0 0 7 8] 

ny\£=L^WJ)\s7.1$ny\£n.-% 2 0 o |*!lc«AL£^§i§!\ -ny\d=L-Z 
^#vn„ SA±<DX? L v3' S l l 7~^-ry^S l l 9 \Zm-£ti&U.W}7u *f=7l* 

wmx^^y commit. z<d lt. ny^^-zu ;v^t>m 

[0 0 7 9] 

tz.®> (Dm mrnmv *y, m&#pk5£3*i*cv*s. it^ot, she©*^*:^ 

[0 0 8 0] 

StlTV^zr^tfn-* 2 0 0 fC*fLT, ®l&^n 
^ U :/ a ^5 A & l$£ * ttHHtt-f * i £ £ 6 o 

[0 0 8 1] 

^xmm^Za mn-rmt. zawmiumi** ny\z=L-&vj frTsomwm®. 

Citric, l<£l*J^£. n>fc?3.-# 2 0 0!liWt*MF PtcTOJ£i± 
[0 0 8 2] 
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05(Z)Xf>V^S 1 2 0C5t£*lTVN£ J: SIC, 3>^-#200#n>fc? 

0 0lC^-r;i/XlC^bTVN^,gcDf!l»T^S:TOJ^i±^ o mH-Ttltf 
, MPFl ooit »pgm£bTga{cftIS£*iTv^n>fc 0 ri-# 2 0 o# 

[0 0 8 3] 
[0 0 8 4] 

Ji^bfeM-eii. 7 7^i^JfY>0lftl (*5^y:7°S l l 3~x^>y 

[0 0 8 5] 

_h5£Lfc09T*«> Jjf-h^xy* Uf^S104~7f7^S10 
6. fejc^f^^S 1 1 0~7f^S 112), fc^tf/^fcte/^y 
xy? Uf>y^S10 7~Xf-^S10 9) }Cj:oT, 3>£ 0 rt.-#2 0 0 

fee ZLCD<fce>^#^5:^fflbfe©«, 7tJ )VX*vy<Z>$imi3£T$mW}7uV 
7Atl7x^ty0W> A'^ry h^xy ^flWCjt^TC PU 2 0 1 fC-£ 
it ^I6f v» z: i: tCjB® "T « - -r&fc>1=>, 7 7>fW^t>ffl»IfiJ:tffii 
^ny9A«tt^*-v>©«aS:3t»»tcff , 5wi:S:ia3KL'r, CPU 2 0 l# 

MF P 1 0 0 &^J#-rS|®l©^ ! S|g7J^©^#&/h3 < LT V^ 0 
[0 0 8 6] 

L**Lfc#&, jtf-h^xy?, fc£0V\ o >7-y h^xy ? £M!»£iUc, 77^ 
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J; U> 3>tf^.-#200 T*©n>hi 0 ^-# ?^;i/X<Z)^^#^#HC&ofc*i 
[0 0 8 7] 

j^±©^0^T-ii, fWfflrgfftfcLT, mfp i o o znwtzt-sxn^y^*-- 

[0 0 8 8] 

[0 0 8 9] 

[0 0 9 0] 
[0 0 9 1] 

[#«an £*>ic, t&ia^iE^^r-f ;i£wm2tit~7 7j)vit%m&}\zm 
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[0 0 9 2] 
[0 0 9 3] 

[#IB3] BfffB^!l»T#JiIH^«, |B»^5S^$tife#^n^^A(Z)^-f Xh. 
iff IB - H ic ^ £ S & -7 n ^ ^ A (D if X h # it & $ 4x S r i: £ # $t £ £ ft ^ 
^ i {cSB^^M^r^n A„ 

[0 0 9 4] 

[#SB4] BufB^jm^liiT^i, #«^5S^^tife#7T>r;i/©^i:, tfrfB 
-Jg IC-g- £ £ 7 T -f )WD£ffi £ tfitm 2 tl 3 r il £ ? Z> 3 IC|B 

[0 0 9 5] 

ib-kic^ * n & # 7 t a jwdv 4 x £ a n s 3 1 znm n t z 3 

[0 0 9 6] 

[#IE6] mmMnmmt> a-^v-^^y^^x^-um^^nr=.ny 

[0 0 9 7] 

[#fB7] SI 1 75M8»#3S 3 , ^feli#fB173rM#fB6(7)VNTti^-o 
{CfB^MP^a £fB# b fe =1 > H°rL - # $!<frlfc »J «rtBfcSH»*fc#. 

[0 0 9 8] 

o 

[0 0 9 9] 
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[0 10 0] 

[#ihio] mmm^miz* »^§tit#^n^7^©^^, tu 

[0101] 

[#f2i l] WIBWWf#«tt, jB»«««[ttanfc*^ny9A©*>fXi:, 

[0 10 2] 
[0 10 3] 

[#1213] tMBWWr^awu #^5tSS*ife#7T>f;i/<Z)-9->f Xi:, Iff 

[0104] 

[#1214] ffjSBM^^*li> tf-^i/--r-f y^i/^7-^m^t.^r=.n 

[0 10 5] 

tfif20Jfi^ttT* j@ i& ^TV^^D^A*: fit® tS^ff^fc. 
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[0 10 6] 

& t&f w -r -5 * iff i m mmm \h <d <d mmmm tc -r £ r £ # &n & & ? 

[0 10 7] 

[fgtE <£$&«] 

s tir ^ £i£©ic5i b tz. n > tra - # ? z>M'0y°u a 

«fc awmff £ JS« £ r i: # t?£ £ o 
[0®<£>ffi#&I&t38] 

[02] 01 {C^$ti-5=i>t:°rL-^(Z)^$:^-r^n y ?mT*&Z>o 
[0 3] 01 (C^$tV-g>n>H°3.-^P^(D^ , n £Z$7T4 )WDM 

[04 ] 01 tc^$;n,£n>fc: o a-#<D&s&cov^Mt-££&<£*-f 

[05] S4ic^t^7n-f-v-htfe§. 

[0 6] 01 (C^$n^^»^j:oTTOJ$tl^^35C«©M-e$>^ 0 

[^#<Z>M] 
10 0 -MF P, 
2 0 0 -ny\£=L-$ 
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2 0 1 -CPU, 
2 0 2 -ROM, 
2 0 3 -RAM, 
2 0 4 -A- Ff>fX^, 

20 5 — *y hy-v^y*?^-*. 

2 0 6 -n-AM^^i-x, 
2 10 yifi/X'rJ*. 
2 2 o--)^;wx^^>^n^7A, 

2 2 1 -/\°->T>y h^-!?, 

2 2 2 — 7 TA ;i/X^r^>, 

2 2 3 -jBtt^n ^9-MKJ8**-V>, 

2 2 4 *;t-S?HiA, 

2 2 5 - WS7T^;k 

2 3 0 - ^U > h H> h D -;bfflS, 

2 4 0 

2 4 1 -7 7>f /I/y * K 

2 4 2-jS»^ny9A^J»y X h 

3 0 0-*2£«, 

4 0 0 -^7 T> K 

5 0 0 —>T — ~7)\/, 

6 0 0 — * y h V-to 
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[02] 



200 



20 1 



CPU 



202 



ROM 
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RAM 
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[03] 
204 



2 1 0 



230 



220 221 
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S 1 01 



S 1 02 




YES 



S 1 03 



S 1 04 


|YES 








S 1 05 




SYN_ 





S 1 06^-^ NO 
SYN_SEND» 




s 1 1 i 



SYN_SEND»£iaft 




S 1 1 \^NO 
S YN_S ENDffe 

>S&1 BM6? 
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[05] 



S 1 1 3 




S 1 1 4 



#gEf TRUSSES 



S 1 1 5 




T'yNU'JXM::^^ NO 



S 1 1 6 



7 7^^sB«i^sfettiraat 



S 1 1 7 



I 



S 1 1 8 




NO 



S 1 1 9 



?7 AS»J|»* /cliPHRt 



S 1 20 



i 

CED 
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[06] 



Warning!! 

An illegal request was detected. 

This device might be infected with the virus. 

Please contact customer service. 

9999-9999-9999 
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mm] 

ziyVzL—St 2 o o tt, MPFioo^HiitSfefticSi 

[SHRBI] 0 1 
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